Advance Layer 3 Gi

gabit Switch for indoor application
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Parameter

Required Feature

Compliance

Remarks if any

Port Density

24 x 100/1000BASE-X SFP ports

2 x 60Gbps stacking ports or 2 x 10GE
XFP ports

Gigabit SFP ports will support any
combination viz 10/100/1000BASE-T etc.

Performance

Forwarding Rate: 71.4Mpps

Switching Fabric : 168Gbps

Supports 10KB Jumbo frame size

Up to 256K Ipv4 routes

Up to 16K MAC addresses

Up to 4K layer 2 multicast groups

4K layer 3 interfaces

Up to 1K layer 3 Ipv4 multicast groups

4K VLANs

512MB DDR SDRAM

Separate packet buffer memory

64MB Flash Memory

Ipv6 routing option

w

Resiliency

Link Aggregation (802.3ad LACP)

Dynamic Link Failover

< 50msec ring convergence incase the
link failure, optimized for voice & video
traffic.

Loop Protection — Loop Detection

Loop Protection — Thrash Limiting

STP Root Guard

IEEE 802.1D Spanning Tree Protocol
(STP) — MAC Bridges

IEEE 802.1s Multiple Spanning Tree
Protocol (MSTP)

IEEE 802.1t — 2001 802.1D maintenance

IEEE 802.1w — 2001 Rapid Spanning Tree
Protocol (RSTP)

RFC 3768 Virtual Router Redundancy
Protocol (VRRP)
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VLAN support

Supports 4096 VLANs

Private VLANs

|EEE 802.1ad VLAN double tagging (Q-in-
Q)

IEEE 802.1Q Virtual LANs

IEEE 802.1v VLAN classification by
protocol & port

IEEE 802.3ac VLAN tagging

Security

Private VLANSs, providing security and
port isolation of multiple customers
using the same VLAN

Dynamic VLAN assignment

NAC

802.1x support

ACLs Access Control Lists

BPDU Protection

Guest VLAN support (IEEE 802.1x)

IEEE 802.1x Port Based Network Access
Control

IEEE 802.1x Authentication protocols
(TLS, TTLS, PEAP & MD5)

IEEE 802.1x Multi Supplicant
authentication

MAC-based authentication

Port Security

SSH Remote Login

SSLv3

Web-based Authentication

RFC 2246 TLS Protocol v1.0

RFC 2865 RADIUS

RFC 2866 RADIUS Accounting

RFC 3546 Transport Layer Security (TLS)
Extensions

RFC 3748 PPP Extensible Authentication
Protocol (EAP)

Quality of Service

Policy based QoS features

Highly configurable traffic classification




Mixed scheduling, to support complex
traffic queuing requirements

8 QoS queues per port

Two-rate three-color (green, yellow, red)
bandwidth metering

TCP-IP bandwidth limiting performance
and bandwidth resolution down to
1Kbps

|EEE 802.1p Priority Tagging

RFC 2211 Specification of the Controlled-
Load Network Element Service

RFC 2474 DiffServ Precedence for 8
queues/port

RFC 2475 DiffServ Architecture

RFC 2597 DiffServ Assured Forwarding
(AF)

RFC 2697 A Single-Rate Three-Color
Marker

RFC 2698 A Two-Rate Three-Color
Marker

RFC 3246 DiffServ Expedited Forwarding
(EF)
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Ipv6 Features

Ipv4 and Ipv6 Dual Stack

Ipv6 Management via Ping, TraceRoute,
Telnet and SSH

Static Unicast Routes for lpv6

RFC 1886 DNS Extensions to support Ipvé

RFC 1887 An Architecture for Ipvé
Unicast Address Allocation

RFC 2461 Neighbour Discovery for Ipv6

RFC 2463 ICMPv6

RFC 2464 Transmission of Ipv6 Packets
over Ethernet Networks

RFC 2711 Ipv6 Router Alert Option

RFC 3056 Connection of Ipv6 Domains
via Ipv4 Clouds

RFC 3513 Ipv6 Addressing Architecture

RFC 4443 Internet Control Message
protocol (ICMPv6)
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Encryption

FIPS 180-1 Secure Hash Standard (SHA-1)

FIPS 186 Digital Signature Standard (RSA)

FIPS 46-3 Data Encryption Standard (DES
& 3DES)

General Routing

Broadcast Forwarding

ECMP Equal Cost Multi Path routing

RFC 768 User Datagram Protocol (UDP)

RFC 791 Internet Protocol (IP)

RFC 792 Internet Control Message
Protocol (ICMP)

RFC 793 Transmission Control Protocol
(TCP)

Route Maps

Route Redistribution (OSPF, BGP, RIP)

RFC 1058 Routing Information Protocol
(RIP)

RFC 2080 RIPng for lIpv6

RFC 2081 RIPng Protocol Applicability
Statement

RFC 2082 RIP-2 MD5 Authentication

RFC 2453 RIPv2

Multicast Support

Bootstrap Router for PIM-SM

IGMP Proxy

IGMP Snooping

MLD Snooping (v1 and v2)

RFC 1112 Host extensions for IP
multicasting

RFC 2236 Internet Group Management
Protocol v2 (IGMPv2)

RFC 2362 PIM-SM




RFC 2715 Interoperability Rules for
Multicast Routing Protocols

RFC 3376 IGMPv3

RFC 3973 PIM-DM

RFC 4541 IGMP & MLD snooping
switches

Management

Out of band 10/100/1000 Ethernet
management port

Console management port

An SD memory card socket on the front
panel, allowing switch firmware,
configurations to be stored for backup
and distribution to other switches

Port mirroring

SSH and SNMPv3 for secure
management

RADIUS Authentication

RMON (4 groups)

SNMP Traps

RFC 1157 Simple Network Management
Protocol (SNMP)

RFC 1212 Concise MIB definitions

RFC 2574 User-based Security Model
(USM) for SNMPv3

RFC 2575 View-based Access Control
Model (VACM) for SNMP

RFC 2741 Agent Extensibility (AgentX)
Protocol

RFC 3164 Syslog Protocol

Diagnostic Tools

BIST (Built-In Self Test)

Ping Polling

User Interface & administrator Features

Should support multiple firmware on
switch flash & so that backup firmware
can be used incase main firmware fails

Switch should support multiple config
files to be stored in its flash.

Graphical User Interface (GUI)/ WebGUI

Industry-standard CLI with built-in Help

Switch CLI based scripting for batch
processing

Electrical Approvalg

EMC: EN55022 class A,

FCCclass A,

VCClI class A

Immunity: EN55024,

EN61000-3-levels 2 (Harmonics), and 3
(Flicker)

Safety Standards

UL60950-1,

CAN/CSA-C22.2 No. 60950-1-03,

EN60950-1,

EN60825-1,

AS/NZS 60950.1

UL, cUL, TUV

Certification

Required

RoHS Compliant

AC Voltage: 100 to 240V (+/-10% auto
ranging)

Power Characterist

Frequency: 47 to 63Hz

110 Watts (375 BTU/hr)

Power Consumptiol

Operating Temperature Range: 0°C to
40°C

Environmental Spe

Storage Temperature Range: ---0°C to
70°C

Operating Relative Humidity Range: 5%
to 80% non-condensing
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Accessories/
connectors

Cost of level-3 switch shall include cost
of connecting OFC from the Level-2
switches & to the NVR

Make

Cisco




